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ABSTRACT

Front Collision-Avoidance Assist (FCA) or Smart Cruise Control (SCC) is installed in a modern vehicle, and the amount
of data exchange between ECUs increases rapidly. Therefore, Automotive Ethernet, especially SOME/IP, which supports wide
bandwidth and two-way communication, is widely adopted to overcome the bandwidth limitation of traditional CAN
communication. SOME/IP is a standard protocol compatible with various automobile operating systems, and improves
connectivity between components in the vehicle. However, no encryption or authentication process is defined in the
SOME/IP protocol itself. Therefore, there is a need for a security study on the SOME/IP protocol. This paper proposes a
deep learning-based intrusion detection system in SOME/IP and performs six attacks to confirm the performance of the
intrusion detection system.

Keywords: Vehicle, SOME/IP, Automotive Ethernet, Intrusion Detection System (IDS)

.M 2 itk (1), =, 20439714 w2l 525 Agke] 9
5%l dl5-%2] ADAS 7|53 Azte 7oz o=
A we] AR} 92.7%+% obd 2 24 #HelE H}h (2). ADASS] tiEAel ol &, Hulol| ofAkx]

A%, Ax 9 AFS A7

AEEHA B2 (FCA: Forward Collision-Avo
idance Assist) AlZ=®lF} 2pafo] pAdol|A] wlod
A5 G A Ao A e 24§

gk »x A)~elel ADAS (Advanced Driver A
HA gk A oAk 'Alskw

3 ezl &A1

ssistance System)&

Received(11. 04. 2022), Modified(12. 06. 2022),

Accepted(12. 06. 2022)
t A2}, kangyj1995@korea.ac.kr
¥ AIXL cenda@korea.ac.kr(Corresponding author)

+ A2FAEZ(LKA: Lane Keeping Assist)

A28 ol slek.



1172

SOME/IP el|A&¢] A@4

ole} o] zEF W tiekdl AlA ¥ ECUY 7%
o] tiefafAlel wiet dlole] AFeFo] Frlste] W=
432 AF ddF 7= syt (3], vk, 7]
of WAl AREAl CAN
(Controller Area Network) 2o 1Mbit/s
A% N5 AYsh] W] ADASS g 73
uz g A o)l FES A3 e =dae A
gld 4 gl A7} gk = 2REA U] 27], AR}
FEEo] AA s HlFe]l 20194 16%14 2025
J 35% 2 Z7)8 Zlew Hukxle] Aipd oz zef
o AAES 97k %zl weel] e vl ge]
1:1 u}o] rﬂ 051- 740]1:].

A3} Abgde] olely 1—% LOL
5 M7 A E|QleAe
AA el =85 Fich 59,
sl 53] AAE ZEEZE<l SO ME/IP
ARl AlgARL Afejeb )il
AAd=e] BAlsl: walog Ho] glo] 7|EY A%
71k A= "H—“?‘ WES =3l CAN, LIN, FlexRay
o= AF Aol vErt. 54 ECU ZheldEs
SOME/IPE &3 ECU A AHRE 84T 4
SAaL @l ECU ol 54 An|2rt A= gle=A]
1 = glom AR i ellx] LAE oMlES
oith. oz g AL Ed SOME/IP+ #
g ol 7]EE A ARGkt

spARE, SOME/IP& Reoks 913 Ao has)
v HAeo| glel B4 A, 7194 (confidentia
lity 744 (integrity) & S7A=
Eol, AgstEo] sle A mUHY U ol A5
A A=, s Selld SOME/IPE o4 A3}

IA 4 AS7E diEeleld SOME/IP 71t
A A B2 SFell =FEo] Sl Aol

B2 =il = SOME/IPE 7|vke s 7A44% =}
NE 67 FAE
sk Weld 7Iake] A¢l
gt AAEE 6744
SOME/IP W Bl ¥ 15 wlAUZ] Ao o]
43 o2 SOME/IP ZREZE 43 o
AA el Al 4= glek, mehba £ A deE A
|2~ A3 ol7]€lA 7]4ke] SOME/IPE =
relell Al o] AigA] Aol ol
i),

+ E=re AL v A E =] 24
3= el e} SOME/IP Z2EZo| gt

_u_—I‘O]

=1}
=

I

Lr
rE

]t

Zelo]d EF} AA

%Y

ol =
1o
) 9 4% 4

g 5

=2of
4%

AABAL, A E

El—;(] }\]/\E'ﬂ_Q_ xﬂo

E

Mo

w7 A2 71sslsich. 43 elAd = dlelelAl, A A
gﬂ,] 43}240] q]
o 3 A%t 57

E/IP XwglelA] Al] ‘3}% Hslekx] mdof 33
Al ealelAs A8 A= gkl 571
xo} Ag AxE ‘é“éELL, wpRjE o g B =e]
AE 9 dAHE 7]Esoct.
. A AP

23 WE UESZ F LEREH oy
(Automotive Ethernet)2 201044 3ukEg

A4 Aol A4 gleld, CAN 71ke] Aekg
AYGA AL wlal Ao e A7 A
7] ke Abelolel. CANGIAE % 22 Aslg

¢
Oz

A Sg dolE Al (5)-(8 °l A8k, UNR
155 (CSMS) 49 Ha = s drt2 APB_Z]—
2So] xjEke- z]olEL;q/\]/\Eﬂ sl )},

Holl, LEREH ojtjyle] el T & Eﬂ
ole]dle]  CAN H]OIE%ﬂon e Pt

AVTP(Audio and Video Transport Protocol)
of thak AssA]4 dlelelAl (7) # gPTP, AVB
7HA] oozl dlolelAl (20]) o] U= Sle &
Aol 24
F Aot LERER o]yl
Jaol, F2 LiDAR(Light
Detection And Ranging) A4 13S Azlsle
S5 AFHOR AMEE D 9le], LEREH °1E1
Yl & AR A28 2 SOME/IP ¢ &35 A
HEA A 2~Hl2 o}2] AbiAl E &HA BT A 27

Ae}

2~

_r_(ﬂ

. Gehrmann®} Duply
s2 SOME/IPS] Al¥-Aleke &8sl SOME/IP
vlelel B FiekA] ol7|dXE At (12). o]
ol7|d = SOME/IPel|l &8s+ ZE S =,
Aulzs 2 FeEfo|dE IDE EFEsta gle] | A

Hl27b AlgEa 7lEeAE BYEE e 539
olel. = M. Iorio S| 283 dAFox 257
Hol ZREEZR AE wHol ZHYYIE AA }

EY vEZAZ ALs) ZHogze ze
AZsidel (13)(14).

o _H



AHR T3 =wA] (2022, 12) 1173

o] SEREHE ojtUlE YR = Y
+ 9A%= d7E AR AP=E 9tk Rumez
52 Auja 2|3 olF|EAE sk Sl AEF Z
2EZo| gt mel x| whld dis) A}
(15). AAFE2 dubdlel Axdlelx AREsh= whst
W AR AlxdE g dA A e} 2 wilE
o] kol AL7FsdA|ol el EAFE Li 52
adle]utx(grey box) HAE 7Isted SOME/IP
54 Z2ae] S a8H O o uhy
< AAskgdet (16). Herold 52 oJdlE 2] o
Zal o7 (Esper)old & 7]Mke] o]t Wy
<
o]
!

Alkget (17). 3 dellx= SQL Akt
°ldl EPL= ARS8l vEA=Z 7S FARIH
23k Aoy A Z]Rke] AR A 2w S v
= 2k W SAlel Hid m=el
L 2k FAd g AL AAo] doste] FE
-4 AadA HeleulelAg T587] ofe &
o] sleh. =3k, Hdo] MyEH Y dHAA] g 3
AR A5 Abre] A7) HiSafof gtk o1
EAget. Alkhatib 5> SOME/IP 49|
e 7nke] A]iEA] Al2gE ARk (18).
AR dd AFelA = 47110 RS SR,
ARERE HlolEAle] 34 Fei2e] 5= 4] 1007] o]
3tz ol Ak A7F

A

gl

R o >

I1l. SOME/IP

SOME/IP+ #F53F 9 duit]= Alzsloa] A
o] wlAA]d] AFEE F= gl Sl £FA0E 3
AAdel FAlEs Fa A=A, SOME/IPE A+
o] AUTOSARE 7|Hte 2 F3H wlo|mg AE
E27E 25 CPU 7]4ke] A2w7l7] s3bElc)
zlgke] ol7] ECUx SOME/IPE o]&3] A2l
g AR 24 Ylel= FAle] sbsslch w0 &
Al 5 OST B4l AFe] 5~T7 Aol $12]34H,
TCP =+ UDPE 7|Mte 2 FAlg]

Fig.1 & SOME/IP 79| F+2& AgHo=
velflz gltl. SOME/IPE 24+ dld7F 9o
Ho] 2= dlole] &3} (serialization)”} 445
olglct. AdEsk= AR AHoH vl W 5585
sbeg Hage] RAM 2 CPU 2422 AHes)
bt dlole §3S Waksle 7leoluh. w, HA
=9 94 3&8 59 WARAE Tk 94 =

3
2A#4 3% (RPC: Remote Procedure Call)

Service ID [32bits] Method ID [32bits]
Length [32 bits]

Client ID [32 bits] Session ID [32 bits]
Protocol Interface Message Return
Version Version Type Code

[8 bits] [8 bits] (8 bits] [8 bits]

Payload [various size]

Fig. 1. Format of SOME/IP packet
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Table 1. Specification of SOME/IP

Method Description
Common communication
patterns between the client
Request/ and the server. The client sens
Response a request message and the
server replies with a response
message.
Fire and A Request message with no
Forget response.
Publish/subscribe-Concept
L communication method. The
Notification
server forwards updated values
Event . .
or events from the client in a
notification event message.
Field A wvalid value indicating the
status.
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Interval disturbing 01t ..
000 ..
Client-ID spoofing 010 ..
111 ..
000 ..
SOME/IP Interface spoofing
Dataset
Packet D ©SV) :
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Encoding [ 010 ...
m 1.
ErrorOnEvent
J ) 010 ..

Parameters Our value
Services 3
- 15 clients,
Devices 8 servers
- 1 attacker
Number of the packets to
generate per service, client, 800
and method
Min, response time of the
ls
attacker
Max. response time of the
3s
attacker
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Fig. 2. Data generation and pre-processing
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Table 5. Description of six attacks in SOME/IP

Attack type Description

Attacker sends packet

Interval disturbing | to deviate from normal

time interval.

Clientld spoofing

Send a message
disguised as Clientld.

Send a message with an

Interface spoofing invalid interface

version.

Send a fake response

Fake error
message.
nAH o5
4.3 SOME/IP 34 =¥ Send error message to
ErrorOnError
error message.
 =ellA] A oshs SOME/IP W 5-44k= ErrorOnEvent Send error message to
&3 MAC F4, IP F4&, Service IDZ 7}%]1:4 rrornEven event message.
Table 4. Dataset features
Feature Description Feature Description
Source MAC g{ii;ddress of the sending method 1D The identifier for the method.
Destination MAC g/ﬁi:ddress of the recelving | s 1p The identifier for the client.
Source IP IP address of the sending Session 1D The identifier for the client inside

device.

the ECU.

IP address of the receiving

Destination IP .
device.

Message type

The field used to differentiate types
of messages.

Port number of the sending

Source port .
device.

Return code

The signal whether a request was
successfully processed.

Port number of the receiving

Destination port .
device.

Protocol version

The version of SOME/IP protocol.

service ID The identifier for the service.

Interface version

The major version of the service
interface.
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Fig. 4. CNN-LSTM based model structure
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. 3. Process of six attacks in SOME/IP
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Table 6. Hyper parameters

Hyperparameters Values
Number of layers 18
Activation function ReLU, Sigmoid
Optimizer RMSprop
Loss gitifg?cal Cross
Learning rate 0.001
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RNN % LSTM =de] A%5g v

B oQdFeld ARk mae] A%}
sfol Aelsiiel.

Table 73 Fig.5& &3 vehd A3E AR
W, CNN-LSTM =#¢] A-5°] RNN# LSTM
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CNN-LSTM =#-2 Fake error, ErrorOnEr
ror, Interface spoofing o W&l Fl-score7} 7
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Table 7. Detection results using existing and
proposed methods

Model class precision| recall Fl
score
Normal 0.67 0.74 0.70
Clientld 033 | 0.23 | 0.27
spoofing
Fake error 0.87 0.96 0.91
RNN |nterval 0.96 | 0.64 | 0.77
disturbing

ErrorOnError 0.14 0.06 0.08

ErrorOnEvent 0.14 0.24 0.18

Interface 0.99 0.99 0.99

spoofing

Normal 0.75 0.77 0.76

Clientld 054 | 054 | 054

spoofing

Fake error 1.00 0.98 0.99
L.sTM [[nterval 0.83 | 0.84 | 0.84

disturbing

ErrorOnError 0.30 0.10 0.15

ErrorOnEvent 0.16 0.24 0.19

Interface 100 | 0.99 | 1.00
spoofing
Normal 0.92 0.97 0.95
Clientld 0.87 | 0.74 | 0.80
spoofing
Fake error 0.99 1.00 1.00

CNN- |Interval

LSTM |disturbing Lol e 058

ErrorOnError 1.00 1.00 1.00

ErrorOnEvent 0.99 0.95 0.97

Interface 1.00 0.98 0.99

spoofing
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Roc curve of SOME/IP IDS

True Positive Rate

,#" * = micro-average ROC curve (area = 0.87)
- ®*  macro-average ROC curve (area = 0.95)
- —— attack free (area = 0.9581049238211448)
d interyal disturbing attack (area = 0.8227603334006321)
— clientlD spoofing attack (area = 0.9995722194262707)

P —— fake error attack (area = 0.8931865459039031)
- —— ErrorOnError attack (area = 0.9936800393797688)
- —— ErrerOnEvent attack {area = 0.9898641059105269)
- interface spoofing attack (area = 0.9969166420340396)

00 02 04 06 08 10
False Positive Rate

Fig. 5. ROC Curves and AUC values of each
class

CNN-LSTM =22 Fl-score 0.97% 53 A
5= 243t

thut 6714 374 %= Clientld spoofing 4l
& Fl-scores tf2 FAEol vla] oha 24,
Clientld spoofings FAA7} AAl Z&A5+= ¢
nlo] 2] ClientldE 7F4s] wWAAE Buls 34
o2 7 EW F ALE]e SOME/IP A]’oa
B FEA7IA gl vidhe] WA 4 F¥e
oJA A=y} ohi Uoks AR k)

o=
ol

=

o

VII. Discussion and Limitation
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